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AmnoTtanist. Pexomennanii momo 6e3neku € BaXIMBHM PECypcoM Uit 0Ci, sSIKi BIANOBIIAIOTH 3a
Oe3meKy, OCKUIPKH BOHU IPONOHYIOTH iH(pOpMario mpo BpasmmBi Micus Ta IT-cuctemu Ta
KOMIIOHEHTH IPOrpaMHOro 3a0e3MedeHHs, sKi 3a3Hainu BIUMBY. LI pexoMeHaamil BUITyCKalOTh
BUpOOHMKH, ekcriepTd 3 IT-Oe3mekn abo KoOOpAMHALIWHI oprasizamii, MO0 JOMOMOITH
KOPHCTYBayaM 3pO3YyMITH BPa3JMBi MiCLs Ta BXKUTH 3aXOAIB ISl IX YCYHEHHs1 a00 3MEHLICHHS.
BincyTHIiCTh cTaHIapTH30BaHOTO (HOPMATY B PI3HUX BUPOOHHKIB YCKIIAHIOE POOOTY 3 OpaJaMu
mono Oesnekn st cremianmictiB i3 IT-6e3mexu. Jlns BupimeHHs wiel npobnemu Oyio
3alpoBa/PKEHO  3arajllbHy KOHCYJbTAaTUBHY cTpykTypy Oesneku (CSAF), sxa Hanae
cTaHgapTH30BaHui Gopmar nopap monao 6esnexu. OTxe, IesKi HOpagu TeHep MPONOHYIOTECS Y
¢dopmari CSAF. 306impmenns kimpkocTi HokymeHTiB CSAF BmmmBac Ha 9ac oOpoOKM IHX
JIoKyMeHTIiB ¢axiBipiMu 3 [T-6e3nexu. 1106 migBUIMTH e(EeKTUBHICTE 0OPOOKH IHMX 3aIHTIB, Y
LILOMY JIOKYMEHTI IPOTIOHY€ThCS 30CEPETUTUCS HA JOKYMEHTAX, IO MICTATh IIEBHUN BMICT, a HE
Ha 00poOmi BCix HOKyMeHTIB. [l IbOTO NpPOHOHY€ThCS BHKOpUcTOByBaTH GraphQL, Moy
3amMTIB JaHUX 3 BIJAKPUTUM KOIOM, sIKa JO03BOJsiE e(pEeKTHBHO (opMaiizyBaTH 3aIlUTH
nokymeHTiB CSAF. Ls craTtst cnpsimoBana Ha BhpoBamkeHHs APl Ha ocnHoBi GraphQL mis
MiJBUIICHHS €(peKTUBHOCTI 00poOKM 3anuTiB oKyMeHTiB CSAF.
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Abstract. Security advisories serve as an essential resource for individuals tasked with ensuring
safety, as they offer information about vulnerabilities and the impacted IT systems and software
components. These advisories are released by manufacturers, IT security experts, or coordinating
organizations to assist users in comprehending vulnerabilities and taking steps to either eliminate
or reduce them. The lack of a standardized format across different manufacturers has made
working with security advisories more complex for IT security professionals. The Common
Security Advisory Framework (CSAF) was introduced to address this issue, providing a
standardized format for security advisories. Consequently, certain advisories are now offered in
the CSAF format. The increase in the number of CSAF documents affects the processing time of
these documents by IT security specialists.

To improve the efficiency of processing these queries, this paper proposes to focus on documents
containing specific content, rather than processing all documents. To do this, it proposes to use
GraphQL, an open source data query language that allows for efficient formalization of CSAF
document queries. This paper aims to implement a GraphQL-based API to improve the
efficiency of processing CSAF document queries.

Keywords: Common Security Advisory Framework, CSAF format, API, GraphQL, relevant
documentation
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INTRODUCTION

IT systems and software components often contain vulnerabilities, and identifying these vulnerabilities
and mitigating them is a primary challenge for IT security professionals [1,2].

Security advisories serve as an essential resource for individuals tasked with ensuring safety, as they offer
information about vulnerabilities and the impacted IT systems and software components. These advisories are
released by manufacturers, IT security experts, or coordinating organizations to assist users in comprehending
vulnerabilities and taking steps to either eliminate or reduce them [3].
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The lack of a standardized format across different manufacturers has made working with security
advisories more complex for IT security professionals. The Common Security Advisory Framework (CSAF) was
introduced to address this issue, providing a standardized format for security advisories. Consequently, certain
advisories are now offered in the CSAF format. However, with the increase in the number of advisories formatted
in CSAF, IT security professionals are now required to sift through a much larger quantity of advisories to assess
their applicability. Relevant advisories are those that relate to the IT systems or software components for which
they are responsible [4,5].

To assess relevance, it is essential to query and examine each security advisory. The effectiveness of
these queries could be enhanced by focusing on documents containing particular content instead of querying all
documents indiscriminately. GraphQL, a data query language that is open-source, might provide a more efficient
method for querying CSAF documents. This research is aimed at implementing a GraphQL-based API to improve
the efficiency of processing requests for CSAF documents [5,6].

PROBLEM STATEMENT

Security advisories offer an overview of vulnerabilities and the affected products. Security advisories
are released by different manufacturers for their products or by IT security experts. The Common Security
Advisory Framework (CSAF) offers an organized method for these advisories, outlining specific roles, document
formats, and ways to distribute the information.

The CSAF standard offers two distribution methods: one based on directories and the other on
ROLIE.However, neither method allows for direct searching of CSAF documents by relevant content, such as
specific products. Instead, all documents must be downloaded to determine if a product is included and if it is
impacted by a vulnerability with a significant rating. This process needs to be conducted repeatedly for all new
and updated CSAF documents, which is both time-intensive and not readily automatable.

This method is inefficient and consumes valuable time and resource, Consequently, this paper's aims to
reduce the time interval between the release of a security advisory identifying affected products, and getting this
information to the appropriate people. By reducing this time, valuable human resources can be redirected from
searching for relevant information to taking action. To achieve this, an API is required that enables querying for
relevant security advisories. Ideally, it should allow for the bulk download of all relevant advisories for all
products in use. Previous work on a CSAF API serves as a foundation for this development.

The enhanced CSAF API query functionality will empower users to search for specific components and
content within CSAF documents, as well as for properties linked to dependent content. For instance, it will
facilitate queries based on product names to identify products whose product IDs are referenced in the product
status of a vulnerability.. This streamlines the CSAF consumption process by eliminating an extra step, thus
speeding up the workflow.

To effectively manage the large volume of information, filter parameters will be implemented to refine
the results. Logical operators such as AND, OR, XOR, and NOT will facilitate more precise queries, enabling
users to combine or exclude criteria to align with specific requirements. Furthermore, the APl will provide
functionality to verify the presence or absence of CSAF document components. This feature opens up new
possibilities for quality management, such as querying for missing components (e.g.,
/product_ull_product_names[]/product_ identification_helper). Achieving these capabilities will require a well-
structured approach.

RELATED WORKS

Existing solutions have explored API design for querying CSAF documents, including various REST-
based approaches and their limitations. REST APIs often face constraints due to their fixed routes and use cases
(see Table 1). For example, retrieving CSAF documents by CVE or device list requires separate queries.
Combining routes, such as querying for documents that match either one of two criteria, necessitates separate
requests and leads to the challenge of handling duplicates. This issue, known as the union problem, occurs because
documents may be retrieved more than once if multiple routes are queried. Complex queries involving logical
operators like XOR are also challenging with REST APIs [5,6].
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Table 1

REST API limitations

HTTP-Method

Current REST-based solutions lack a feature to track updates to CSAF documents. Consumers must
manually compare different versions of documents to identify changes. As highlighted by existing work, the
absence of versioning support limits the ability to track document updates effectively [3-5].

Another challenge is the lack of a unique product identifier across CSAF documents. The attribute */
products / names/full/product™ offers a unique ID solely within the scope of an individual CSAF document. This
limitation prevents effective cross-publisher searches. While the product name could be used for searching across
publishers, variations in naming conventions and hierarchical structures further complicate this process. Full
product names might differ based on the CSAF publisher's conventions, and the product ID can change over the
document’s lifecycle.

Hierarchical structures in product trees, such as those shown in Fig 1, provide some relief. For example,
product names and versions are included in a structured format. However, variations in hierarchical depth and

naming conventions must be considered in the proposed API design.
{

"document": {...},
"product_tree": {
"branches": [{
"category": "customer", "name": "QuickPic",
"branches": [{
"category": "product_name", "name": "Photo Viewer",
"branches": [
{
"category": "product version", "name": "5.2",
"product": {
"name": "QuickPic Photo Viewer 5.2",

"product_id": "CSAFPID-1001"
}
Y.
{

"category": "product_version range", "name": "<5.2",
"product": {
"name": "QuickPic Photo Viewer <5.2",

"product_id": "CSAFPID-1002"
}

1
3]
Y.

"vulnerabilities": [...]
)
Figure 1 — Hierarchical structures in product trees

FEATURES OF CSAF APl IMPLEMENTATION

To grasp the necessity of CSAF and, specifically, a CSAF API, it's important to understand the
background. The subsequent sections will elucidate the definition of a security advisory, its components, and the
process by which it evolves into a Common Security Advisory Framework (CSAF) document. It is essential to
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discuss the various roles involved in the CSAF documentation process, emphasizing that this process begins with
the issuance of a security advisory and culminates in the remediation or mitigation of the identified vulnerability.

Considering that an earlier concept for the CSAF API exists, it is imperative to review it in order to
incorporate the lessons learned. To ensure the secure operation of the API, it is crucial to avoid common
vulnerabilities, necessitating a discussion of the Open Web Application Security Project (OWASP).
Vulnerabilities constitute one of the three fundamental elements of a CSAF document; thus, this discussion will
commence with an examination of vulnerabilities.

A weakness is classified as a vulnerability only when it can be demonstrably exploited. Upon the
discovery of a vulnerability, it is recorded in the Common Enumeration of Vulnerabilities Program database and
assigned a Common Vulnerabilities and Exposures (CVE) identifier. These CVE identifiers can be categorized
under a Common Weakness Enumeration (CWE) classification. Vulnerabilities are pertinent when they affect a
product within the organization's scope of responsibility or when they impact components of the organization's
own products.

When a vulnerability in a third-party software component is identified, manufacturers incorporating that
component into their products must assess whether their products are similarly affected. If it is determined that
their products are impacted and a solution or mitigating measures are available, these manufacturers will issue a
security advisory, detailing the affected products. The product tree serves as the second core element of a CSAF
document.

It is important to note that not all products from a manufacturer are typically affected by a vulnerability
to the same degree. Therefore, CSAF allows manufacturers to specify the product status for each vulnerability
within the CSAF document. The CSAF standard includes various product status categories (see Table 2). For
example, the status "not_affected" enables a manufacturer to indicate which products are not impacted by the
vulnerability, thereby reducing unnecessary inquiries from customers. While this "not_affected" status may not
seem dramatic, it provides reassurance to IT security professionals. Vulnerabilities and the affected products are
crucial components of any security advisory.

Here's the information presented as a table, rewritten in a similar style, Table 2.

Table 2
CSAF standard with various product status category

CSAF Product Description
Status P
First Affected These re_present the earliest versions of releases identified as being impacted by the
vulnerability.
First Fixed These versions contain the initial resolution for the vulnerability, although they may not
be the versions recommended as fixes.
Fixed These versions include a remedy for the vulnerability, yet they might not be the
recommended versions for resolution.
Known Affected || These versions have been confirmed to be impacted by the vulnerability.
Known Not These versions have been verified as unaffected by the vulnerability.
Affected
These are the final versions within a release train identified as impacted by the
Last Affected . . . S -
vulnerability, with subsequent versions containing a fix.
These versions include a resolution for the vulnerability and are endorsed by the vendor
Recommended . .
as the appropriate means to address the issue.
Under It has not yet been established whether these versions are affected by the vulnerability;
Investigation however, an investigation is currently in progress, with findings to be shared in a
g forthcoming document release.

Security advisories are disseminated not only by manufacturers but also by IT security researchers and
coordinating entities such as the Federal Office for Information Security (BSI). These advisories encompass details
regarding vulnerabilities or groups of vulnerabilities, a catalog of affected products, and pertinent information
about the advisory document itself and its issuer. This constitutes the third fundamental element of a CSAF
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document. Ideally, security advisories offer a definitive solution or, at the very least, mitigation strategies, thereby
facilitating IT security professionals in comprehending the issue, recommending appropriate actions, or
substantiating the necessity for intervention. The CSAF security advisory consolidates all this information into a
CSAF document. If new research provides additional insights, the advisory is updated. Similarly, if the severity of
a vulnerability changes, the advisory is revised accordingly.

In addition to the CVE identifier, a security advisory may encompass various details regarding the
vulnerability, including a rating and a concise description. The concise description is designed for the end-user,
who assesses its significance. When a rating is included, its relevance has been evaluated in an external context.
Nonetheless, the end-user must ascertain whether this context and the corresponding rating are applicable to their
specific circumstances. Despite this, the external assessment enables the end-user to pre-filter for potentially more
critical vulnerabilities.

Security advisories are generated not only by manufacturers but also by IT security researchers and
coordinating bodies, such as the Federal Office for Information Security (BSI). These advisories contain
information regarding vulnerabilities or groups of vulnerabilities, a list of affected products, and details about the
advisory document itself and its issuer. This constitutes the third essential component of a CSAF document.
Ideally, security advisories offer a definitive solution or, at the very least, mitigation strategies, thereby facilitating
IT security professionals in understanding the issue, recommending appropriate actions, or justifying the necessity
for intervention. The CSAF security advisory compiles all this information into a comprehensive CSAF document.
Should new research yield further insights, the advisory will be updated accordingly. Likewise, if the severity of a
vulnerability shifts, the advisory will be modified to reflect this change.

COMMON SECURITY ADVISORY FRAMEWORK

A CSAF document comprises a product tree, details concerning vulnerabilities, information about the
publisher and the document, and ideally, a vendor fix. An increasing number of vendors and other security
advisory providers are presenting their security advisories in the form of CSAF documents (Table 3).

CSAF enhances the security advisory landscape by offering a comprehensive framework. It delineates
specific roles, including CSAF publisher, CSAF provider, CSAF trusted provider, CSAF lister, and CSAF
aggregator, along with defined distribution methods such as ROLIE and directory-based approaches. Additionally,
it standardizes the structure of the security advisory using JavaScript Object Notation (JSON), encompassing
components such as /document, /product_tree, and /vulnerabilities.

Table 3
Providers that offer CSAF documents

‘Vendors and Security Advisory Providers Providing CSAF Documents Since Vendors and Security Advisory Providers Providing CSAF Documents Since

At least s s uary 2018 works, Inc. At least sinc

TIBCO Softwal At least since November 2018

Nozomi Networks Inc.

rporation

Red Hat, Inc.

SICK AG
Hitachi

The CSAF consumer represents the end user or client who engages with CSAF documents. These
documents may originate from various sources, including IT security researchers acting as CSAF publishers or
product manufacturers serving as CSAF providers. The CSAF lister functions as a directory, cataloging CSAF
providers and publishers, but does not supply the documents directly.

Conversely, the CSAF aggregator assumes a distinct role by collecting documents from multiple CSAF
publishers and providers, subsequently making them available for download, contingent upon the consent of the
CSAF publishers and providers. This consent is explicitly conveyed through the /mirror_on_CSAF_aggregators
attribute in the provider-metadata.json, which authorizes the aggregation of CSAF documents.

CSAF document comprises three primary components: the document itself, the product tree, and the
vulnerabilities.

The planned API will enable users to conduct searches within the content of these documents., making it
essential to understand the relevant sections of the CSAF document, which will be detailed in the following
subsections.
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The document section of a CSAF document contains metadata pertaining to the publisher. This metadata
is easily identifiable when the document is sourced directly from the CSAF publisher or provider. However,
when the CSAF document is retrieved via a CSAF aggregator, this metadata becomes increasingly significant as
a search parameter within the CSAF API.

Agside publisher information, the canonical URL located at /document/references/url allows the CSAF
consumer to access the original source of the information. Direct access to first-hand information can provide
more comprehensive and timely updates.

The title of the document acts as a useful search parameter since it is typically distinctive. The Traffic
Light Protocol (TLP) label is likewise useful for both searching and sharing. There are various interpretations of
the TLP, and the CSAF documents issued by the Federal Office for Information Security in Germany (BSI)
follow the TLP definitions established by FIRST.ORG. As per this definition, only TLP labeled documents can
be shared without restriction (see Table 4 for short descriptions).

Table 4
Short Descriptions of TLPv1 Labels by FIRST.ORG, Inc.

Short Description

Not for disclosure; restricted to
participants only.

Limited disclosure; restricted to
participants’ organizations.

Limited disclosure; restricted to

the community.

Disclosure is not limited.

The document/timeline/release_date/current is particularly useful for automation, especially when
dealing with the most recent documents. Interfaces designed to fetch the interfaces developed for the automatic
retrieval of the latest documents will utilize this attribute for querying (Figure 2).

Each CSAF document is assigned a unique ID by the publisher, which can be located in the
/document/tracking/id attribute. This ID is unique within the context of the publisher. When combined with the
publisher namespace found in /document/publisher/namespace, it serves as a basis for querying the current status
of a CSAF document. Figure 1 illustrates an overview of the complete CSAF document object located at
/document.

In addition to document/timeline/release_date/current, the products specified in CSAF documents also
play a significant role in determining the relevance of the documents retrieved via the API.

In a CSAF document, products can be defined in various locations (see Table 5). For instance, entire
product families can be specified within the /product_tree/branches section. This section allows for an infinite
nesting of branches, which can make querying complex due to the unpredictable depth of these nestings.

Table 5
Options for Product Definition in the CSAF Document

Product ID Definitions

1 Product Tree Branches
GET /products/branches/

Lists branches within the product tree.

2 Full Product Names
GET /products/names/full

Returns a list of full product names.

3 Product Relationships by Full Product Name
GET/products/{productld}/relationships

Retrieves relationships for a product based on its full name.

4 Product Groups and 1Ds
GET /products/groups

Lists product groups and their corresponding product 1Ds.
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Once a product is defined, it can be referenced throughout the CSAF document by its product ID (refer
to Table 6). For instance, products can be categorized into groups along the specified path:
/products/groups[]/product[].

names []

organization
~ acknowledgments [ ]

summary

urls [ ]

namespace

— aggregate_severity -(

text

—~ category

— csaf_version

text
— distribution { label

— lang
audience
category
— notes []
text
title
catego
document - gory
contact_details
M~ publisher contact_details
name
namespace

category
— references [ ] -E summary

url

= source_lang

= title
~ aliases []
= current_release_date
date
- generator { name
engine {
version
- id
- tracking -t initialrelease_date

date

legacy_version
™~ revision_history [ ]

number

summary

M~ status

~ version

Figure 2 — Document tree structure
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Table 6
CSAF Document Elements That Reference a Product Using the Product ID
Produc References
tID
1 Product Group References by Product ID
GET /products/groups/{groupld}/references
Returns product references within a group based on a product ID.
2 Product Relationships by Reference
GET /products/{productld}/relationships/{referenceld}
Fetches relationships for a product based on a reference.
3 Product Relationships by Relates to Reference
GET /products/{productid}/relationships/related/
{referenceld}
Fetches product relationships based on a related product reference.
4 Vulnerabilities Flags by Product 1D
GET /vulnerabilities/products/{productid}/flags
Lists vulnerabilities for a product reference.
5 Product Vulnerability Status - First Affected
GET /vulnerabilities/products/{productld}/status/first-
affected
Lists the first affected product in a vulnerability.
6 Product Vulnerability Status - First Fixed
GET /vulnerabilities/products/{productld}/status/first-
fixed
Lists the first fixed product in a vulnerability.
7 Product Vulnerability Status — Fixed
GET/vulnerabilities/products/{productld}/status/fixed
Lists fixed products in a vulnerability.
8 Product Vulnerability Status - Known Affected
GET /vulnerabilities/products/{productld}/status/known-
affected
Lists products that are known to be affected.
9 Product Vulnerability Status - Known Not Affected
GET /vulnerabilities/products/{productld}/status/known-
not-affected
Lists products that are known not to be affected.
10 Product Vulnerability Status - Last Affected
GET /vulnerabilities/products/{productld}/status/last-
affected
Lists the last affected product in a vulnerability.
11 Product Vulnerability Status - Recommended
GET /vulnerabilities/products/{productld}/status/recommended
Lists recommended products in a vulnerability.
12 Product Vulnerability Status - Under Investigation
GET /vulnerabilities/products/{productld}/status/under-
investigation
Lists products under investigation for vulnerabilities.
13 Remediations by Product ID
GET/vulnerabilities/remediations/{productid}
Lists available remediations for a product based on its ID.
14 Scores by Product

GET /vulnerabilities/scores/{productld}
Fetches vulnerability scores for a product

Figure 3 depicts the product tree, showcasing its potentially infinite nesting within the ../branches][]
structure, highlighted in light blue.
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The array /product_tree/full_product names[] enumerates all products that are not part of
/product_tree/branches[]. Each product entry comprises a name, product_id, and product_identification_helper.
The product name serves as a valuable reference for querying dependencies associated with products relevant to
one's area of responsibility. Concentrating on specific products improves the relevance of search results,
particularly when evaluating vulnerabilities that may impact those products.

branches [ ]

name
full_product_names [ ] product_id
product_identification_helper

group_id

product_groups [ ] { product_ids [

summary

I

product_tree -

category

name
relationships [ ] full_product name product id
preduct_identification_helper

product_reference

relates_to_product_reference
branches [ ]

category

branches [] name
name
product product_id
product_identification_helper

~ cpe

file_hashes [ ]
- hashes [] {
filename

madel_numbers [ ]
sbom_urls [ ]
serial_numbers [ ]

skus[]

r 7 7 1 Y

namespace

r

x_generic_uris [ ] —E

uri

Figure 3 — CSAF document - product tree
DISCUSSION OF RESEARCH RESULTS

GraphQL can be likened to a specialized filter that allows users to retrieve precisely the data they
request, presenting only those elements of an object that have been explicitly queried (see Description of
GraphQL).

In the context of the intended API, however, a challenge arises. When a CSAF consumer queries for
elements, there may be a need to retrieve all elements of a CSAF document without prior knowledge of which
elements exist or having to query each possible element individually [6-10]. This situation can undermine the
following principle:

Submit a GraphQL query to your API to receive precisely the information you require—no excess and
no shortage. GraphQL queries consistently yield reliable outcomes. Applications that utilize GraphQL are quick
and dependable since they manage the data they receive rather than relying on the server.

Despite this challenge, GraphQL remains promising. It allows for targeted querying of individual
elements, validates inputs and outputs, and has a track record of successful implementation ion the Internet.
These benefits are particularly relevant for ensuring the secure operation of the intended API. Previous attempts
at API implementation, including those based on REST, provide valuable insights and experience that will
inform the development of the GraphQL-based API.

Creating a GraphQL-based API for CSAF documents brings a range of advantages, especially in
handling complex data structures like security advisories. Overall, a GraphQL API for CSAF documents offers a
high degree of flexibility, efficiency, and adaptability, making it easier to manage and deliver complex security
advisory data in a way that is both scalable and secure.

160



OIITUYHA I KBAHTOBA EJIEKTPOHIKA B KOMII'IOTEPHUX TA
IHTEJIEKTYAJIBHUX TEXHOJIOI'TAX

CONCLUSIONS

The paper addresses the issue of processing security recommendations in a single data format. These
recommendations are issued by vendors, IT security experts, or coordinating organizations to help users
understand vulnerabilities and take steps to eliminate or mitigate them. To improve the efficiency of query
processing, this paper proposes to focus on documents containing specific content rather than processing all
documents. It proposes to use GraphQL, an open-source data query language that allows for efficient
formalization of CSAF document queries. It describes the features of implementing a GraphQL-based API to
improve the efficiency of CSAF document query processing.

Creating a GraphQL-based APl for CSAF documents brings a range of advantages, especially in
handling complex data structures like security advisories. IT security professionals managing multiple products
would benefit from an API that can efficiently retrieve all relevant security advisories affecting their products.
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