CUCTEMM TEXHIYHOI'O 30PY I ITYYHOI'O IHTEJIEKTY
3 OGPOBKOIO TA PO3III3BHABAHHAM 305PAKEHD

YK 004.8:004.056

OSTAP STETS, IHOR KONOVALENKO

RESOURCE-AWARE TEST-TIME ADAPTATION FOR MOBILE FACE
ANTI-SPOOFING UNDER SWAP CONSTRAINTS

Ternopil Ivan Puluj National Technical University, 56 Ruska str., Ternopil, Ukraine,

e-mail: ostap.stets@gmail.com

AHoTanis. Mogeni 3axucty Big miaminu obmuub (FAS) mns MmoOinbHOI aBTeHTHOIKALT
CTUKAIOThCS 31 CKIAZHMM pPO3PUBOM MDK HABYaHHAM 1 pPO3TOPTaHHSAM: BOHHM IOBHHHI
3aJIMIIATHCS CTIHKUMHU 10 3MILICHHS JIOMEHIB (Kamepa, OCBITJICHHS, HOCIH aTaku), 0OJHOYAaCHO
OayaHCYI0ul MDK 010METPUYHOIO TOYHICTIO Ta OOMEKEHHSAMHU Ha LIBUJIKICTh, PO3MIP MOJEINI Ta
eneprocroxxuBanus (SWAP). IcHyroui mMeToqu amanramii mHiJ Yac TECTYBAaHHS IMOKpALIyHOTh
TOYHICTh y MDKIOMEHHHX CLEHApisX, aje ITHOPYHOTh PECypCHi OOMEKEHHS MPUCTPOIO, a Iie
KPHUTHYHILIE — MOXYTb KaTacTpodiuHO NerpaayBaTd, KOJNM BUXIJHUHA Ta LiIbOBUIl JTOMEHH
CYTTEBO BiJPi3HAIOThCA. MU IPONOHYEMO PECYpPCHO-YCBIIOMIICHY aJ@NTallil0 MPHU TECTYBaHHI
(RA-TTA), ska oHoBmoe Jmme adiHHI MapaMeTpy  HOPMAaWi3alii, KOMIIAKTHHUI
KkiIacu(ikaiiHuil MOAYIb 1 MPOTOTUNHN KJIACIB, 1 JHMIIE TOMI, KOJH: (2) BHABICHO 3MiIICHHS
BIZTHOCHO KayiOpOBaHOI BHXIZHOI CTATHCTUKH; (0) IICEBIO-MITKH HPOXOAATh HAmiHHICHY
(inbTpaliio 3a BIEBHEHICTIO Ta Y3rOLKEHICTIO ayrMeHTalliif; (B) OIOIKETHUIl KOHTPOJEP THUILY
token-bucket mo3Boisie ajanTamilo B MEKax JKOPCTKHX OOMEKEHb 3a IIBHAKICTIO Ta
eneprocroxuBanusiM. Ha mozneni MobileNetV3-Small (1 M napameTpiB) 3 OZHHM BHUXiTHUM
JIOMeHOM, omiHeHiit Ha Habopax mannx OULU-NPU ta Replay-Attack, RA-TTA 3a6e3mneuye
BinHocHe 3HmkeHHs ACER Ha 25% (4.83% npotu 6.47%) y BHYTPIIIHBOZOMEHHUX YMOBaX, Ta
30epirae MoBEAIHKY BHXITHOI MOJIEII NP €KCTPEMAIbBHOMY MiKIOMEHHOMY 3MinieHHi (43.70%
Ha OULU gno Replay-Attack), Toni sk Tent merpamye Ha 5.7% ACER. Ilpodins BHKOHaHHS
Mozeli € mpunatHuM it posroptanHs — 1.61 mc/3.04 m/x Ha Samsung Galaxy S25, 3.83
Mmc/3.95 mJDx Ha AS56, 5.94 mc/6.27 m/Ix Ha Al7, npu po3mipi 3.84 Mb — ane mixIoMeHHA
TOYHICTP Ha TAaKOMY MAacIITadi MOJENI € HIDKYOK 3a MOpIr Ui PO3rOPTaHHS B peajbHUX
NPOAYKTax i3 OE3NEeKOKPUTUYHOIO aBTeHTH(QiKalicro. BHeckoM € came MexaHi3M ajganTarii
Oe3rexn, a HE PEKOpJHA TOYHICTh; JOCATHEHHS TOYHOCTI IPOJYKTOBOTO piBHS Ha TaKiif
apxiTekTypli NOTpeOye OaraTo/pKepeIbHOr0 HABYAHHSA, IO HE CTOCYEThCS MHPOOJIEMH, SKY
PO3IIIsiAac sl CTaTTs.

KurouoBi ci10Ba: 3axuct Big miaMiHU 00IM9dsl, MOOLTBEHA Gi0METpisi, peCypCHO-YCBiJOMIICHA
aJlanTalisi NPy TECTYBaHHI, 3MIIIEHHS TIOMeHY, onTuMizauis SWAP.

Abstract. Face anti-spoofing (FAS) models for mobile authentication face a difficult
deployment gap: they must remain robust under domain shift (camera, illumination, attack
medium) while balancing biometric accuracy against strict speed, model-weight, and power-
consumption limits (SWAP). Existing test-time methods improve cross-domain accuracy but
ignore on-device resource limits and, more critically, can catastrophically degrade when source
and target domains differ substantially. We propose a resource-aware test-time adaptation (RA-
TTA) framework that updates only normalization affine parameters, a compact classifier head,
and class prototypes, and only when (a) drift is detected against calibrated source statistics, (b)
pseudo-labels pass a confidence-and-augmentation reliability gate, and (c) a token-bucket budget
controller permits adaptation under hard speed and power caps. Evaluated on OULU-NPU and
Replay-Attack datasets with a deliberately challenging single-source 1 M-parameter
MobileNetV3-Small backbone, RA-TTA delivers a 25% relative ACER reduction (4.83% vs
6.47%) on intra-domain data where adaptation safely fires, while preserving source-model
behaviour under extreme cross-domain shift (43.70% on OULU to Replay-Attack, identical to
No-TTA) where Tent collapses by 5.7% ACER. A drift-threshold sensitivity sweep validates the
calibration heuristic. The runtime profile is deployment-class — 1.6 ms/3.04 mJ per frame on
Samsung Galaxy S25, 3.83 ms/3.95 mJ on Galaxy A56, and 5.94 ms/6.27 mJ on entry-level
Galaxy A17, with a 3.84 MB ONNX footprint — but cross-domain ACER at this scale is below
production thresholds for security-critical face authentication. The contribution is the safety
mechanism, not state of the art accuracy. Reaching production accuracy on the same backbone
requires multi-source training, which is orthogonal to the adaptation-safety question this paper
addresses.

Keywords: face anti-spoofing, mobile biometrics, resource-aware test-time adaptation, domain
shift, SWAP optimization.
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INTRODUCTION

Face recognition has become a default authentication mechanism in mobile payment, access control,
and e-government applications. Its main security weakness remains presentation attacks, including print, replay,
and mask-based impersonation [1, 2, 3]. Face anti-spoofing (FAS) is therefore required to estimate whether the
presented sample is bona fide or attack [4].

Despite major progress, performance degrades significantly in unseen domains. In mobile
deployment, this degradation is amplified by hardware heterogeneity (sensor type, ISP pipeline, lens quality),
environmental variation, and evolving attack types. Recent work on domain generalization and test-time
techniques improves robustness [5, 6, 7], while prompt- and generation-based methods further extend cross-
domain coverage [8, 9]. However, these approaches are usually optimized for server-class inference and rarely
report strict on-device resource behaviour [10, 11].

This work targets robust face anti-spoofing under explicit mobile constraints. We adopt the SWAP
framework as defined in our prior journal study [11]; for completeness, Speed denotes per-frame latency (ms),
Weight denotes model footprint (MB), and Power denotes per-frame energy (mJ). We design Resource-Aware
Test-Time Adaptation under SWAP Constraints (RA-TTA) to balance speed, weight footprint, biometric
accuracy, and power-consumption during deployment. Adaptation is treated as a selective online update process
rather than an always-on routine, and we explicitly avoid full-backbone test-time retraining.

The paper makes four practical contributions:

1. A constrained adaptation formulation that jointly optimizes security risk and SWAP budgets.

2. A drift-triggered adaptation mechanism that activates updates only when needed.

3. A reliability-gated self-supervision objective that reduces negative pseudo-label feedback.

4. An experimental protocol for reporting cross-domain security and on-device efficiency together.

1. THEORETICAL AND METHODOLOGICAL FOUNDATIONS

1.1. Domain Generalization for Face Anti-Spoofing

Cross-domain face anti-spoofing has driven a rich literature on domain generalization (DG): meta-
learning [4], adversarial alignment, contrastive regularization, and gradient-aligned multi-source training [7].
Recent diffusion-based generation [9] and frequency-shortcut analysis [12] further expand the cross-domain
operating envelope. Multimodal and unified attack categorisation methods [13, 14] address physical and digital
spoofs jointly. These advances substantially improve held-out-domain accuracy but typically require multi-
source training (e.g., the four-domain CIM protocol) and backbones in the 25-300 MB range, both of which
exceed strict mobile deployment envelopes. Our work is complementary to DG: we assume any DG-trained
mobile-class model and address the post-deployment problem of online drift safely and within SWAP budgets.

1.2. Test-Time Adaptation and Test-Time Domain Generalization

General TTA methods update model parameters during deployment by minimizing entropy or
consistency losses [5, 15]. Subsequent work has substantially improved stability under realistic deployment
streams: EATA [16] adds active sample selection to filter low-quality entropy gradients; SAR [17] introduces
sharpness-aware updates and a reliable-loss criterion to avoid collapse; SOTTA [18] handles noisy streams with
input-level filtering; and DELTA [19] addresses class-imbalanced test streams via class-balanced entropy.
Resource-aware variants are also emerging: ECOTTA [20] minimizes memory via meta-network distillation and
self-distilled regularization, while MECTA [21] introduces explicit memory-budget control as an integral part of
the continual-TTA loop. These methods share a common premise — that adaptation is always valuable when
triggered — and refine the gating criterion at the sample or system level. Our drift-trigger and budget-controller
mechanisms are complementary: they operate at the batch-window level and on a per-deployment SWAP
envelope, and either can be combined with the sample-level refinements above. In FAS specifically, test-time
domain generalization has demonstrated that style-space projection can improve unseen-domain behavior
without full retraining [6]. Continual learning has also been studied as a route to long-term cross-domain
robustness [22]; however, it still requires periodic supervised retraining rather than fully unlabeled stream-level
adaptation. Resource-constrained mobile settings remain underexplored: many methods assume frequent
updates, large batch statistics, or nontrivial memory overhead. Vanilla Tent in particular is documented as fragile
under class-imbalanced binary streams [19]; we observe this directly on our task, where Tent degrades ACER by
5-7 points cross-domain (Table 1) and by approximately 42 points in the intra-domain setting (where No-TTA
performs well at 6.48% ACER). A diagnostic sweep over batch sizes and learning rates confirms that the
collapse is robust to standard hyperparameter tuning.
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1.3. Efficient and Mobile Face Anti-Spoofing

Mobile face anti-spoofing research emphasizes lightweight backbones, distillation, and modality-
aware design [10, 11, 23]. Recent work also explores semantic-anchor supervision for unified physical and
digital attacks [14]. Yet most efficient models are evaluated in static offline settings and provide limited
guidance on handling online domain shift after deployment. This gap motivates a unified method that remains
adaptive under strict SWAP limits.

1.4. Position with Respect to Our Prior Work

Our earlier conference study on privileged multi-teacher distillation (PI-KD) [10] addressed the
training-time problem of injecting depth and rPPG supervision into a compact RGB student. The earlier journal
paper [11] surveys SWAP-aware optimization through knowledge distillation as an offline compression strategy.
The threshold-selection paper [25] proposed an Environmental Adjustment factor for static operating-point
calibration. The present work is orthogonal: it assumes that any compatible mobile FAS model has already been
trained and deployed, and addresses the post-deployment problem of online adaptation under domain shift within
the same SWAP envelope. The Budget Controller can be viewed as a time-varying, stream-conditioned
generalization of the static Environmental Adjustment factor.

2. PROBLEM FORMULATION

Let f0: X — [0, 1] be a mobile face anti-spoofing model producing spoof probability p. = f6(x;) at
time t for input x.. The test stream {x.} is unlabeled and non-stationary. Let 6, denote model parameters at time
t, and let = be an adaptation policy.

We define the constrained adaptation objective:

mnin E [Lsec(fetﬁxt)] S.t. W(Bt) < Wiax Lt < Linaxs Et < Epax (1)

where L., is a security-risk surrogate (sliding-window ACER on pseudo-labelled samples), W (6,) is
model weight footprint, L, is mean per-frame latency, and E, is mean per-frame energy. To connect security and
efficiency, we report APCER, BPCER, ACER, and EER as defined in [25] and ISO/IEC 30107-3, together with
SWAP metrics: speed (median latency), weight footprint (MB), and power-consumption (mJ/frame).

3. PROPOSED METHOD: RA-TTA

3.1. Overview

RA-TTA contains three modules: (1) Drift Estimator — computes online shift score from features and
uncertainty; (2) Reliability-Gated Adapter — updates only normalization affine parameters and a small classifier
head; (3) Budget Controller — allocates adaptation steps under speed and power-consumption credits. The base
detector is instantiated with MobileNetV3-Small. To keep deployment stable, the convolutional body is frozen at
test time, keeping the method within the scope of lightweight, resource-aware TTA rather than heavy full-model
adaptation. Figure 1 illustrates how the three modules fit together within the broader face authentication pipeline.

The internal structure of the FAS module — three independent safety gates (drift detector, reliability
gate, budget controller) sit above the standard inference path and conditionally permit parameter updates to the
last-K BatchNorm layers of the encoder and to the classifier head; adaptation fires only when all three gates pass
simultaneously.

3.2. Drift-Aware Adaptation Trigger

Let z. = f"(x,) be the penultimate feature. We maintain a reference Gaussian N (fig, 3s) from
source validation features, and a streaming Gaussian NV (4, 3;) updated by exponential moving average over a
window W. The drift score combines a feature-shift term and a predictive-uncertainty term:

8¢ = a D (W (e, TOIN (A5, £5)) + B - H, )

where @ = 0is a mixing weight, and Dy, between diagonal Gaussians admits a closed form. The

threshold 74,5, is calibrated on held-out source-domain validation streams (target false-trigger rate: 5%). We

initially included an additive predictive-entropy term 5 - H, with H, the per-window mean entropy, but in our

576-dimensional feature space the KL term is in the hundreds and the entropy term is bounded by in(2) =
0.693,s0any B > 0 is dominated by the KL contribution. We therefore set 8 = 0 and use the KL term alone.
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Mobile face authentication pipeline
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Figure 1 — Placement of RA-TTA in the mobile face authentication pipeline

3.3. Reliability-Gated Self-Supervision

Pseudo-labeling is high-risk in FAS because confident mistakes can be persistent. We gate updates by
confidence and augmentation consistency. Let X, denote a weakly augmented view (color jitter and mild
Gaussian blur). The per-sample gate is:

9(x) = 1| maxpy(clxe) = Teony | - 1largmax py (- 1) = argmax py (- |%,)] 3)
Only frames with g(x;) = 1 contribute to adaptation. The adaptation loss is:
Lrra =ALpcg + A2Leons + ASLproto 4)

The three components are: Ly — weighted BCE from gated pseudo-labels; L.,,s — prediction
consistency under augmentation ||pe (x;) — pe (X)II%; Lyroto — L2 distance from class prototypes y,. Prototype-
based test-time methods such as T3A [24] have shown that maintaining and updating class templates without
backpropagation can stabilise predictions under distribution shift; we use prototypes here as a regularisation
anchor combined with backprop on the head and the last-K BatchNorm affines. Prototypes are initialised from
source validation data and updated online by EMA with momentum m,,:

TR (1 - mp)uc +m,z, wheny, = cand g(x,) =1 (5)

Only BatchNorm/LayerNorm affine parameters {y, 8} in the last K44, blocks, the binary classifier
head, and the prototypes are updated. Convolutional kernels and earlier normalization layers remain frozen.

3.4. SWAP Budget Controller
We model the adaptation budget as a token bucket with credit B,:
Biy1 = min(Bmax' Bi+p—a;: Ca) (6)
where a;, € {0,1} indicates whether adaptation occurred, c, is the estimated wall-clock cost per
adaptation step (ms), and p is the per-frame refill rate. The controller selects adaptation steps as:

B
K, = lC—tJ if 8¢ > Tgrife; K¢ = 0 otherwise )
a

To enforce hard guarantees on speed and power, K, is clipped: K, < min (K¢, K, qets Kpnax) - Kimaxt
and K.z are derived from latency budget L,,,, and energy budget E,,,, respectively. Adaptation is disabled
during thermal throttling. This yields deterministic worst-case behaviour and generalises the static

Environmental Adjustment factor from [25] to a stream-conditioned controller.

3.5. Algorithm
The full procedure is summarized in Algorithm 1.
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Algorithm 1: RA-TTA Online Inference Loop

Input: f_0; source stats (LS, X._S); prototypes {u_live, p_spoof};
budget B_0; thresholds t_drift, t_conf; refill rate p; window W.
Output: predictions {y_t}, t=1.T.

1: B « B_0; init streaming stats (1_t, ¥ t, H_t)

2: for each frame X_t in test stream do

3: ztefenc(x t); ptfhead(z t);, y t—1p t>0.5]
4: update streaming stats over window W

5: iftmod W == 0 then

6:  compute & _t via Eq. (2)

7:  ifd_t>1 driftand B>c athen

8: K t« min( |[B/c_a], K_max"L, K_max"E)

9: fork=1..K_ tdo

10: select gated mini-batch { x_s : g(x_s) = 1 } from window

11: update {y,B} last K adapt, head, prototypes via Z TTA (Eq. 4)
12: end for

13: B—~B-Kt-ca

14:  else

15: B < min(B_max, B + p)

16: endif

17: endif

18: end for

3.6. Deployment-Oriented Implementation

e  Train-time: source-domain pretraining with standard spoof supervision.

e Calibrate-time: store source statistics (s, 35), class prototypes {t1ives Uspoor}, and trigger threshold
Tarife-

e Test-time: run drift detection every W frames; adapt only on gated mini-batches.

e Mobile runtime: int8 inference for the frozen backbone, fp16 adaptation head, adaptation disabled
under thermal throttling.

4. EXPERIMENTAL DESIGN

4.1. Datasets and Protocols

Cross-domain evaluation uses two complementary mobile-relevant RGB benchmarks: OULU-NPU
[3] (recorded on a mobile phone, providing a realistic deployment-side domain) and Idiap Replay-Attack [2] (a
long-standing cross-domain reference set with print and digital replay attacks). We adopt a leave-one-dataset-out
protocol and report results in two directions: O—1 (train on OULU-NPU, test on Replay-Attack) and [—-O (train
on Replay-Attack, test on OULU-NPU). Frames are extracted at 10 fps and resized to 112x112. We report
APCER, BPCER, ACER, and EER averaged over three seeds (42, 123, 2025). Note that recent state-of-the-art
DG-FAS methods such as TTDG [6], GAC-FAS [7] and BUDoPT [8] use the standard CIMO four-domain
leave-one-out setup (three source domains); we restrict to a single source domain to reflect the more constrained
mobile deployment scenario.

4.2. Baselines

e No-TTA: frozen mobile model.

e Tent [5]: entropy-minimization test-time adaptation; we run this in our 1-source setup.

e TTDG [6]: test-time style projection — cited from paper (uses 3 source datasets, ResNet/ViT
backbones).

e GAC-FAS [7]: gradient-aligned cross-domain DG - cited from paper.

e BUDOPT [8]: bottom-up domain prompt tuning over CLIP-ViT-B/16 — cited as accuracy ceiling,
much larger than mobile budget.

4.3. Metrics

Primary security metrics: APCER, BPCER, ACER, and EER. Primary SWAP efficiency metrics:
speed (median latency in ms/frame), weight footprint (MB), power-consumption (mJ/frame), and peak memory
(MB). For ranking, we use the utility score:

w L E (8)
U= ACER +m, (W) s (L_) ML (E_)
0 0 0
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where W,L,E are the method's weight, latency, and energy, Wy, Ly, E, are No-TTA baseline
references, and n,, =ns =n, = 0.05 (a 20% increase in any SWAP cost equals one percentage point of

ACER).

4.4. Hardware and Runtime

Runtime evaluation is carried out on three Samsung Android devices spanning entry, mid-range, and
flagship tiers: Samsung Galaxy A17 (Exynos 1330), Samsung Galaxy A56 (Exynos 1580), and Samsung Galaxy
S25 (Snapdragon 8 Elite for Galaxy). All measurements use ONNX Runtime 1.25.0 with single-threaded
XNNPACK execution (1 intra-op thread, 1 inter-op thread) for deterministic timing. Camera resolution is fixed
at 112x112, adaptive frame skipping is disabled, and a 60-second thermal warm-up precedes each measurement
to avoid throttling artefacts. Energy is measured via “adb dumpsys batterystats™ over 5-minute runs at 30 fps with
the device disconnected from USB power and the app holding a PARTIAL_WAKE_LOCK to prevent CPU
sleep. We report median, P95, and throughput-derived FPS for latency, and foreground mAh attribution
converted to mJ via measured battery voltage for energy.

4.5. Results and Analysis

We evaluate RA-TTA on two complementary mobile-relevant FAS benchmarks: OULU-NPU [3]
(high-resolution mobile-camera attacks) and Replay-Attack [2] (consumer-webcam print and replay attacks). All
results below use the calibrated drift threshold 74,;r, = 1170 (3% the in-distribution baseline of 336.3 + 340.9),
and three seeds (42, 123, 2025); cross-domain runs exhibit near-zero across-seed variance because the
deterministic encoder and the safety gating produce identical decisions when adaptation does not fire. Headline
numbers are summarised in Table 1 (security) and Table 2 (SWAP).

Table 1 — Cross-domain security performance (leave-one-out). Lower ACER / EER is better

0—-l1 o 1-0 o .

Method Source HTER% O—-I1 AUC% HTER% I-0 AUC% | Weight (MB)
No-TTA 1 43.70 — 44.26 — 3.84
(ours)
Tent [5] 1 49.40 — 48.55 — 3.84
GAC-FAS[7] | 3 9.20 97.86 17.65 93.61 ~45
TTDG [6] 3 6.50 97.98 10.00 95.70 ~45
BUDoPT [8] |3 4.40 98.54 2.26 98.78 ~300
RA-TTA 1 43.70 — 44.26 — 3.84
(ours)

4.6. SWAP Trade-Off Results

Table 2 — Security-efficiency trade-off on Samsung Galaxy S25.
Method Weight (MB) | Speed (ms/fr) | Power (mJ/fr) Mean ACER (%) | Utility U
No-TTA 3.84 1.61 3.04 43.98 4413
Tent [5] 3.84 3.14* 5.93* 48.98 49.23
RATTTA (MO | 584 2,97 5,62 47.61 47.85
budget)
RA-TTA
(budgeted) 3.84 1.61 3.04 43.98 4413

Values for No-TTA and RA-TTA (budgeted) are direct on-device measurements; values marked with
* are extrapolated from host-side adaptation overhead, since the Android benchmark app implements only the
inference path (Tent and RA-TTA no-budget would behave identically to the budgeted variant on this cross-
domain protocol because the drift trigger never fires; the * rows show the expected behavior if it did). Per-frame
latency and energy on mid-range (Galaxy A56) and entry-tier (Galaxy Al7) devices: 3.83 ms/3.95 mJ and 5.94
ms/6.27 mJ respectively, all well below the 33 ms 30-fps frame budget. Utility is computed with weight,, =
ns =n, = 0.05 per Eq. (8); lower is better.
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4.7. Ablation Analysis

We isolate each module's contribution under two regimes. On extreme cross-domain shift
(OULU—Replay-Attack), removing the drift trigger forces always-on adaptation and degrades ACER from
43.70% to 51.74% (+8.04 pts), matching the failure mode of unconditional Tent. The reliability gate, prototype
regularizer, and budget controller produce no measurable change at the calibrated threshold because the drift
trigger correctly suppresses adaptation entirely on this protocol — consistent with the prototype-update telemetry
(zero updates across 38 659 frames). On intra-domain data (OULU—OQULU), where the drift estimator does fire
occasionally, the component-wise picture changes: removing the drift trigger degrades ACER from 4.83% to
16.16% (+11.33 pts), and removing the SWAP budget controller produces nearly the same effect (+10.31 pts to
15.14%), confirming that drift gating and budget capping act as two independent locks on harmful adaptation.
Removing the gate, prototype loss, or last-K BN selection produces sub-0.1-point changes because adaptation
only fires four times in the 94 198-frame test stream, limiting the resolution of those measurements.

4.8. Sensitivity to Drift-Trigger Threshold

Figure 2 shows cross-domain ACER on OULU—Replay-Attack as a function of the drift-threshold
multiplier (z4,is €xpressed as a multiple of the in-distribution drift baseline of 336). The curve exhibits a sharp
phase transition near multiplier 3: for multipliers in [0.5, 2.0] adaptation fires aggressively and degrades ACER
to 48-52%; at multipliers > 3 adaptation correctly skips and ACER remains at the No-TTA baseline of 43.70%.
The default heuristic max (3 - pgyrife, 1.5 - p95) — computed entirely on source validation data without any target
supervision — selects 74,;r, = 1170, placing the operating point on the safe side of the cliff. The do-no-harm
behaviour is preserved across at least one decade of multipliers above the cliff (3x through 10x), indicating that
the calibration is not finely tuned to one specific value but identifies a stable safety regime.

Sensitivity of RA-TTA to drift-trigger threshold

341 harmful regime do-no-harm regime

=== No-TTA baseline = 43.70%
<+ Tent baseline = 49.40%
=@= RATTA (ours)

46 4 T=1170
(3 x baseline)

a4 */_ -

42

Cross-domain ACER (%) on OULU - Replay-Attack

0.5x% 1x 2x% 3Ix 5x% 10x
Threshold multiplier (t4n / drift baseline)

Figure 2 — Sensitivity of RA-TTA cross-domain ACER (OULU—Replay-Attack) to the drift-trigger threshold
multiplier. The phase transition near multiplier 3 separates the harmful and do-no-harm regimes; the calibrated
default (3x drift baseline) sits on the safe side of the cliff.

4.9. Failure-Mode Analysis

Two operating regimes warrant explicit analysis. When the source-target decision-boundary gap is too
large to bootstrap from as in OULU—Replay-Attack, where the OULU-trained head misclassifies 73% of
Replay live faces as spoof — the encoder features still appear in-distribution by KL divergence
(drift score 682 < 74,5, = 1170), so RA-TTA correctly does not adapt. The sweep validates that this is the
optimal action: any threshold below =~ 1000 forces harmful adaptation that drives ACER from 43.70% to over
48%. The safety claim is conditional on the calibration assumption — that source-side drift statistics on a held-out
validation split are predictive of in-distribution drift at deployment time — and not on test-target labels, so the
calibration is principled rather than tuned to the cross-domain target. When source and target distributions are
very similar but not identical — the intra-domain OULU—OULU regime - drift fires sparsely (~0.1% of batches)
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and the gate filters approximately 99% of pseudo-labels, allowing only a small number of BN-affine updates that
recover 1.64 ACER points (6.47% — 4.83%). The third anticipated regime — moderate cross-domain shift
between datasets of comparable quality — is not directly evaluated here and remains future work; the present
results show the algorithm correctly handles the two extremes (near-zero shift; catastrophic shift) without harm.

4.10. Tent diagnostic sweep

To verify that the cross-domain Tent collapse is not a configuration artefact, we performed an intra-
domain sweep varying batch size (16, 64, 128) and learning rate (le-5, le-4, 1le-3) on OULU-NPU. Tent
degrades No-TTA's 6.48% ACER baseline in every tested configuration, with collapse magnitudes ranging from
26.89 (bs=64, Ir=1e-3) to 41.52 ACER points (bs=64, Ir=1e-5). Counter to the canonical multi-class Tent
literature, larger batches do not stabilise the result on this binary task: bs=128 produces a worse collapse (+40.52
pts) than bs=16 (+28.60 pts), consistent with class-imbalance amplification under deterministic aggregate
gradients. The smallest collapse (+26.89 pts) is still a 4x regression and substantially worse than the No-TTA
baseline. These results support the provided framing: the collapse on our task reflects vanilla Tent's documented
fragility on binary, class-imbalanced streams [19], not an implementation issue.

4.11.Reproducibility Checklist

- Fix random seeds; report run-to-run variance over >3 trials.

- Release adaptation hyperparameters per dataset.

- Provide on-device benchmarking script and measurement frequency.
- Separate offline training time from test-time adaptation cost.

- Report unsuccessful settings in supplementary notes.

4.12.Reproducibility Appendix

Hardware. Source training and evaluation use a single NVIDIA RTX 4070 Ti GPU (12 GB VRAM)
on a Windows 11 host with PyTorch 2.x and PyTorch Lightning. On-device timing and energy figures are
obtained on three Samsung Android devices covering entry, mid-range, and flagship tiers: Galaxy A17 (Exynos
1330), Galaxy A56 (Exynos 1580), and Galaxy S25 (Snapdragon 8 Elite for Galaxy). The trained model is
exported via ONNX Runtime Mobile (onnxruntime-android 1.25.0) and benchmarked with single-threaded
XNNPACK execution to ensure deterministic timing.

Datasets and splits. OULU-NPU uses its standard Train_files/Test_files split; the held-out 20 % of
Train_files (random, fixed seed) is the validation set and is also used to populate calibration statistics (fis, 3s)
and class prototypes (i;ive, Hspoor)- Replay-Attack uses its native train/devel/test splits, with devel as validation.
Frames are extracted at 10 fps with the shortest edge resized to 128 px; the model receives 112x112 random
crops at training and centre crops at evaluation.

Model and optimizer. Encoder: MobileNetV3-Small initialized from ImageNet weights, full
backbone fine-tuned during source training. Head: 576—128—1 with BatchNormld, ReLU, dropout 0.2.
Optimizer: Adam with Ir = 1 x 1073, weight decay 1 x 10™*, batch size 64, 50 epochs, cosine learning-rate
schedule. BCE loss with class weights inversely proportional to class frequency. Mixed precision (fp16) training
enabled.

Test-time hyperparameters. All test-time hyperparameters were fixed at sensible defaults before any
cross-domain evaluation and were not tuned to test-set performance. Drift detector: window W = 32 frames,
EMA coefficient 0.05, a = 1.0 (KL term), B = 0 (entropy term, dropped after observing scale mismatch on this
backbone). Reliability gate: 7., = 0.9 . Adaptation loss weights: Agcp = 1.0, Acons = 0.5, 4010 = 0.1 .
Prototype EMA coefficient m,, = 0.05. Adaptation parameter set: BN affines in last K44, = 3 feature blocks,
full classifier head, prototypes. Budget controller: B,,,,, = 16,p = 0.05 credit/frame,c_a = 1.0 credit/step,
K oyt derived from Ly, = 30 ms/frame, K, ... derived from Ep,,, = 8 mJ/frame. The drift threshold 7,,.;f,
is set per-source by the calibration heuristic max(3 - ugrif, 1.5 - p95) computed on the source validation split
(1170 for OULU-NPU, 1778 for Replay-Attack).

Seeds and reporting. Each protocol is repeated with three seeds {42, 123, 2025}; reported numbers
are mean + standard deviation across seeds.

4.13.Reproduction approach.

Source extraction follows an eye-anchored crop protocol with crop side equal to 3.0 the inter-eye
distance and the eye line positioned at approximately 38 % of the crop height from the top, ensuring a consistent
spatial framing across both datasets. Source training uses Adam (learning rate 1 x 1073, weight decay 1 x 10™%)
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with class-weighted binary cross-entropy and a cosine learning-rate schedule for 50 epochs at batch size 64.
Calibration computes the source-validation drift baseline (mean and 95th percentile of the per-window KL score
against running source statistics) in a single pass; these are stored alongside the trained checkpoint along with
class prototypes. Test-time evaluation runs the cross-domain protocols (O—I and I—0), an ablation grid
(no_drift, no_gate, no_proto, no_budget, head_only), and the 7.7, sensitivity sweep, all over three seeds (42,
123, 2025). The pretrained checkpoints, calibration artefacts, and per-protocol result logs will be made available
upon publication; the on-device benchmarking package includes the ONNX-exported model, an Android
benchmark application targeting ONNX Runtime Mobile 1.25.0, and measurement scripts that drive ADB to
capture latency and energy traces.

4.14. Limitations and Ethical Considerations

Production-accuracy disclaimer. The 43.70% / 44.26% cross-domain ACER reported in Table 1 is
well below thresholds required for security-critical face authentication: a 73% BPCER on Replay-Attack live
faces - visible in the per-class breakdown - would falsely reject the majority of legitimate users. This is a
deliberate consequence of the experimental design we chose to stress-test the safety mechanism: a single-source
training protocol on a 1 M-parameter MobileNetV3-Small with no auxiliary supervision. Recent state-of-the-art
methods on the same protocol pair achieve 4-10% HTER (TTDG [6], BUDOPT [8], GAC-FAS [7]) but use
multi-source training (CIM = CASIA + iPad + MSU) and substantially larger backbones (ResNet-18+ or CLIP-
ViT-B/16), neither of which is on a deployment-class compute budget. The contribution of this paper is not
state-of-the-art accuracy but the demonstration that an adaptation mechanism can be made strictly non-degrading
under arbitrary cross-domain shift while preserving the ability to improve under moderate shift. Production
deployment with this safety mechanism would couple it with multi-source training or a larger backbone, both
orthogonal directions. The on-device latency and energy figures in Table 2 isolate model inference; a deployed
pipeline would additionally include camera capture (typically 50-100 mW continuous via Android CameraX
API) and image preprocessing (resize, normalization: 5-10 mW), which would increase the end-to-end energy
budget by an estimated 50-80%. Energy figures are based on a single 5-minute run per device; multi-run
variance bounds remain future work. This work uses unlabeled test streams and may still fail under attacks with
minimal visual artefacts or adversarial camouflage. Fairness across demographic groups must be audited
explicitly because domain shift may be correlated with capture conditions and population distributions.
Deployment further requires privacy-preserving logging and a secure fallback mechanism when confidence
drops below safety thresholds.

CONCLUSIONS

We presented RA-TTA, a resource-aware test-time adaptation framework for mobile face anti-
spoofing under SWAP constraints. The key contribution is a two-component safety mechanism — drift-triggered
gating combined with token-bucket budget control — that selectively activates adaptation only when it is likely to
help and the device can afford it. On a deliberately challenging single-source 1 M-parameter MobileNetV3-
Small protocol, RA-TTA achieves a 25 % relative ACER reduction on intra-domain data (4.83 % vs 6.47 %) and
preserves source-model behavior under extreme cross-domain shift, where Tent degrades by 5.7 ACER points. A
sensitivity sweep validates the calibration heuristic. On-device inference across three Samsung tiers — 1.61
ms/3.04 mJ on the S25 Ultra, 3.83 ms/3.95 mJ on the A56, 5.94 ms/6.27 mJ on the A17 — confirms a runtime
profile compatible with strict mobile deployment budgets (real-time at 30 fps with 91-188 mW continuous
draw).

However, the 43.70 % cross-domain ACER under this single-source protocol is below production
thresholds for security-critical face authentication: the contribution of this paper is the safety property of the
adaptation mechanism, not state-of-the-art cross-domain accuracy. Reaching production-grade accuracy with the
same deployment-class runtime requires either multi-source training (e.g., the CIM protocol used by TTDG [6]
and BUDOPT [8]) or a larger backbone, both orthogonal to and compatible with the safety mechanism we
contribute.

Practical deployment recommendations. The proposed safety mechanism is ready for integration
into production mobile face-authentication pipelines as a drop-in module on top of any existing TTA-eligible
FAS model: it requires only source-validation statistics and class prototypes computed offline, adds no
measurable inference overhead in the budgeted regime, and provides deterministic worst-case guarantees on
speed and power consumption that match the SLA constraints of consumer biometric apps. The mechanism is
particularly suited to scenarios where the cost of catastrophic adaptation failure exceeds the value of incremental
accuracy gains — mobile banking, e-government identity verification, and access control — and where deployment

87



CUCTEMMU TEXHIYHOI'O 30PY I ITYYHOI'O IHTEJIEKTY
3 OGPOBKOIO TA PO3III3BHABAHHAM 305PAKEHD

fleets span heterogeneous device tiers, since the same calibration applies unchanged across flagship, mid-range,
and entry-level hardware. For deployments that also need high cross-domain accuracy, we recommend coupling
RA-TTA with a multi-source-trained backbone of comparable mobile footprint (e.g., MobileViT-XXS or
EfficientFormer-L1); the safety mechanism remains valid because it operates on encoder statistics rather than on
any specific training procedure. Other future work includes risk-controlled dynamic threshold selection for direct
decision-time correction, and on-device adaptation under thermal throttling.
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